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COURSE CALENDA

R FOR THE YEAR 2019 OF SVP NATIONAL P

Annexure — “A”

OLICE ACADEMY., HYDERABAD

Sl. No. [ Month

Ly

January

Explosive, JEDs & PBP

Name

Course Objectives

Remarks

Network & Cloud Forensic
[02/0 1/2019 to 04/01/2019]

[07/01/2019 to 1 1/01/2019]

A

\‘;;

Understand how internet works.

What data over networking systems are
relevant for investigation officers.

Step action guide to seize and acquire data
from various networking devices from a
scene of crime.

Advanced techniques would be discussed
to capture traffic from the network and
analyse them in an effective manner.
Crimes committed using VolP calls and
how to investigate them using open source

tools in a network.

Conversant with the basics of explosives,
its effect, initiation, detection and
identification.

Conversant with electric and non electric
priming and demolition techniques.
Conversant with Detection and disposal
equipment.

Aware about render safe procedures,
categorization of bomb threat and adopt
appropriate countermeasurc.

Conversant about systematic approach to
post blast procedures including Crime
Scene management and collection of
evidences and follow up.

1 Week attachment of ICLS
Cadre Officers

For ICLS Officer
Trainees.
Not open to all.

[14/01/2019 to 18/01/2019]




4)

S)

6)

35 Years Re-Union
[1984 Batch (37 RR)]
[17/01/2019 to 18/01/2019]

>

To utilise expertise of Senior Officers,
who have put in 35 years of Service on
specific aspects of policing as well as to
provide an opportunity for Officers of the
same batch to meet and exchange their
varied field experience

By invitation.
Not open to all.

MCTP Phase — V
[28/01/2019 to 08/02/2019]

Y

To prepare the IPS Officers for the ‘next
level competency’

To enable them to possess the necessary
skills and attitudes to discharge their
responsibilities effectively.

By invitation.
Not open to all.

Advance Course on
Vigilance for CVOs
[28/01/2019 to 30/01/2019]

For CVOs
nominated by
Central Vigilance
Commission, New
Delhi.

Not open to all.

7)

8)

February

Visiting Faculty : Regulation
of Cyber Crimes & Legal
aspects

[06/02/2019 to 08/02/2019]
Under visiting faculty
program by Dr. Nagarathana.
A, Associate Professor of
Law, National Law School of
India University, Bengaluru

Cyber Crime investigation
[11/02/2019 to 15/02/2019]

Sensitize the participants about the
emerging trends on cybercrime.

To train on cybercrime investigation tools
and techniques and cyber forensics.

To understand the evolving jurisprudence
on cybercrimes.

Discuss the process of investigation of
most common cybercrimes.




» Understand methods to handle digital
evidences from the crime scene.

I—————

MCTP Phase — IlI » To prepare the [PS Officers for the ‘next By invitation.
[18/02/2019 to 15/03/2019] level competency’ Not open to all.
» To enable them to possess the necessary

skills and attitudes to discharge their
responsibilities effectively.

Urban Operations % Mechanics of Urban Operations. -
[18/02/2019 to 22/02/2019] | » Room Entry Techniques.
» Appreciate, Plan and execute the police
operations in urban scenario.
: » CQB Drills. :
50 Years Re-Union > To utilise expertise of Senior Officers, By invitation.
(22 RR) who have put in 50 years of Service on Not open to all.
[25/02/2019 to 26/02/2019] specific aspects of policing as well as to
provide an opportunity for Officers of the
same batch to meet and exchange their
varied field experience
R T
March OSINT and social media % Train in skills, techniques, and tools that =
analysis law enforcement, private investigators,
[06/03/2019 to 08/03/2019] cyber attackers, and defenders use to

scour the massive amount of information
across the Internet.

> Analyse the results from open source
searches, and pivot on interesting pieces
of data to gather relevant information for
investigation.

% Understanding how to profile a person or
an organization using OSINT.

» Usage of tools for analysis of social
media platforms for  gathering

N S intelligence and information.




13)

» Doing time analysis, sentiment analysis,

trend analysis on social media.

Visiting Faculty : Social
media analysis & setting up
of social media Labs
[11/03/2019 to 13/03/2019]
Under visiting faculty
program by Shri
Ponnurangam Kumaraguru,
Associate Professor(CSE),
IIIT, New Delhi

14)

15)

39" ITC
[18/03/2019 to 19/04/2019]

A

To acquire an all India perspective,
To equip them with knowledge and skills

required to manage a district charge, and

To enable them to develop an

understanding of modern Management
Principles as applied to police working.

By invitation,
Not open to all.

Tactics
[25/03/2019 to 05/04/2019]

The conduct of tactical operations in
militancy/ Naxal infested areas including
urban, rural and jungle areas.

The minor tactics and basic drills of
CI/LWE Ops.

Use of terrain and weapons to their
tactical advantage.

Handling of  explosives, House
intervention  drills  and Post Blast
Investigations

Importance of working as a team and co-
ordination amongst various security
agencies.




17

19) | May

[ 16) | April Mobile Forensics & CDR

analysis
[08/04/2019 to 12/04/2019]

To gain a basic understanding of how
cellular devices store data, how cellular
networks function,

Understand how to seize, examine,
analyse and collect evidence from a
mobile device and preserve it.

Understand usage of various tools In
mobile forensics.

Provide step action guides on how to
analyse a CDR, Tower data record, GPRS
data and IPDR of a suspect effectively.

MCTP Phase — 111
[22/04/2019 to 17/05/2019]

To prepare the [PS Officers for the ‘next
level competency’

To enable them to possess the necessary
skills and attitudes to discharge their
responsibilities effectively.

By invitation.
Not open to all.

Crime against Women &
Children
[22/04/2019 to 26/04/2019]

To  understand the  Genesis and
ramifications of crime against women and
weaker sections in India

To understand the recent trends in crime
against women and weaker sections

To understand the desired response of the
Police and Criminal Justice System to the
needs of the victims of these crime

To be able to effectively implement
strategies for effective prosecution n
investigation of cases

Investigating Digital
payment frauds

[06/05/2019 to 08/05/2019]

Understand curtent trends in  crimes
involving banking industry (e-wallets,
payment gateway & various other digital




20)

banking transactions)

Modus operandi of various digital payment
frauds

Step action guides to investigate these
frauds by any law enforcement officer.

25 Years Re-Union
[1994 Batch (47 RR)]
[30/05/2019 1o 31/05/2019]

To utilise expertise of Senior Officers, who
have put in 25 years of Service on specific
aspects of policing as well as to provide an
opportunity for Officers of the same batch
to meet and exchange their varied field
experience

By invitation.
Not open to all.

21)

22)

23)

June

Handling CCTYV footages
and DVR forensics
[03/06/2019 to 04/06/2019]

Understanding about functioning of CCTV
and DVR and how the data is stored on
various DVR’s.

Step actions for seizure of CCTV footages.
Fundamentals of DVR forensics along with
usage of multimedia analysis tools.

MCTP Phase — IV
[03/06/2019 to 21/06/2019]

To prepare the IPS Officers for the ‘next
level competency’

To enable them to possess the necessary
skills and attitudes to discharge their
responsibilities effectively.

By invitation.
Not open to all.

National Security Seminar
[10/06/2019 to 14/06/2019]

A

To increase awareness of the participants
regarding different sources and dimensions
of threat to national security.

To sensitize the participants to latest
emerging trends - domestic as well as
international affecting national security.
The enable the participants to understand
the nuances of national security challenges




T 24)

25)

26)

July

Negotiation Skills

[19/06/2019 to 21/06/2019]

| Visiting Faculty : Cyber
Criminology & Policing
[24/06/2019 to 26/06/2019]
Under visiting faculty
program by Professor(Dr.)
K. Jaishankar, Head,
Department of Criminology,
Raksha Shakti University,
Ahmedabad

-
40" ITC
[01/07/2019 to 02/08/2019]

emanating from multiple sources, and
deliberate on ways and means to promote
adequate preparedness to counter the same.
To promote inter-service interaction and
coordination for a holistic approach to
national security issues.

Understanding the individual role in
negotiation process.
Developing  effective  and

negotiation strategies.

successful

Create a sense of mutuality while
negotiation with others.

Emphasize the importance of [Human
Psychology through communication and
influencing in Negotiation.

Negotiate  effectively with  various
stakeholders on  the  job
understanding of factors like trust, fairness,

power, consistency and knowledge ability.

through

| Al e e

[ A R

| » To acquire an all India perspective,
» To equip them with knowledge and skills

required to manage a district charge, and

By invitation.
Not open to all.

B




To enable them to develop an
understanding of modern Management
Principles as applied to police working.

27)

28)

Disc Forensics
[08/07/2019 to 12/07/2019]

Understanding how data is stored in disks.
Best practices for handling digital storage
media in crime scene.

Step action guide to handle a scene of
crime, seizure of digital media and
acquisition of the data in a forensically
sound manner,

Documentation of wvarious legal aspects
would be discussed in great detail.

How to acquire data from various operating
systems using various tools.

Key artefacts to look for in Windows /
Linux operating system for various kinds of
cyber crimes.

Traffic Management
[15/07/2019 to 19/07/2019]

To familiarize participants about best
practices in traffic management and road
safety followed in the country.

To orient them in the field of capacity
development for Traffic Management and
Road safety.

To emphasize on traffic education and
community involvement,

To familiarize participants with basic
principles that can be applied to solve any
traffic related issue.

To analyse Highway accidents and role of
Police.




(05/08/2019 to 06/08/2019]

29) | August Dark web for LEAS RS

Understanding dark web and decp web
from criminal perspective.

The differences between investigating
crimes committed using dark web, deep
web and surface web.

[nvestigation of cases involving dark web.
Gathering intelligence from dark web.

30) 30 Years Re-Union
[1989 Batch (42 RR)]
[05/08/2019 to 06/08/201 9]

31) A1 ITC
[26/08/2019 to 27/09/2019]

\

F—'S—Z) Intellectual Property Rights
[28/08/2019 to 30/08/20 19]

YV V¥

Y

The objective of the Seminar is to utilize
the expertise of the Senior Officers, who
have put in 30 years of Service, on specific
aspects of policing as well as to provide an
opportunity for Officers of the same batch
to meet and exchange their varied field
experience.

By invitation.
Not open to all.

To acquire an all India petspective,

To equip them with knowledge and skills
required to manage a district charge, and
To enable them to develop an
understanding of modermn Management
Principles as applied to police working.

By invitation.
Not open to all.

concepts of [P management and learn about
recent developments and next best practices
in this field.

Shape the future of IP management in India
among industry and academia

To provide a forum to learn implications of
various important tools of management of
intellectual property rights for enhancing
competitiveness.




Create a platform for industry and institutes
to collaborate in this important mission

To share best practices through case studies
from leading corporate and institutions.
Establish linkages and partnerships with [P
management professionals, teachers and
researchers in the country.

34)

September

Investigation of cases
involving crypto currencies
[05/09/2019 to 06/09/2019]

Introduction to  functioning of crypto
currencies and block chain technology.
Legal asp-ccts of crypto currencies.

Crimes committed using crypto currencies.
Investigation of cases involving crypto
currencies.

Urban Operations
[16/09/2019 to 20/09/2019]

Mechanics of Urban Operations.

Room Entry Techniques.

Appreciate, Plan and execute the police
operations in urban scenario.

COB Drills,

Leadership
[23/09/2019 to 27/09/2019]

Understand self to be better prepared for
their developmental journey.

Relate to the traits of leadership &
behaviours associated with leadership.
Comprehend holistic leadership and leading
with brain heart and hand.

Deal with multiple stakeholders in a
complex & multicultural environment.
Understand the concept of ‘Influencing
without Power’ for leaders.

To improve upon Inter-personal skills.

To learn leading self, leading others,
leading organizations and leading systems.




36)

To be able to transfer & apply the course
content to the work place.

MCTP Phase — [V
[30/09/2019 to 18/10/2019]

To prepare the IPS Officers for the ‘next
level competency’

To enable them to possess the necessary
skills and attitudes to discharge their
responsibilities effectively.

By invitation.
Not open to all.

37)

38)

Qctober

[ncident handling and

malware forensics
[10/10/2019 to 1 1/10/2019]

Understanding behaviour of most common
malwares.

Understanding how malware is generated,
propagated, infect a system.

Step action guides that needs to be followed
by an 1O to identify which systems are
infected by a malware and handle the
malware infected machines and analyse the
malware to identify the source of the attack.
Various real-time case studies regarding
various kinds of malware incidents
involving  ransomware  and mobile
malwares that were reported and solved in
India would be discussed.

Explosive, [EDs & PBP
[14/10/2019 to 18/10/2019]

A7

Conversant with the basics of explosives,
its effect, initiation, detection and
identification.

Conversant with electric and non electric
priming and demolition techniques.
Conversant with Detection and disposal
equipment.

Aware about render safe procedures,
categorization of bomb threat and adopt




appropriate countermeasure.

Conversant about systematic approach to
post blast procedures including Crime
Scene management and collection of
evidences and follow up.

39)

40)

41)

November

Economic Offences
[04/11/2019 to 08/11/2019]

To have a better understanding about the
genesis and magnitude of economic crimes.
Review the existing laws, policing,
procedures and other control mechanisms
for tackling such crimes.

Analyse the limitations and constraints in
enforcement and to suggest ways and
means for their resolution and

Appreciate current and future trends in
economic crimes with a view to exploring
new strategies and tactics for effective
tackling of such erimes.

MCTP Phase — 111
[04/11/2019 to 29/11/2019]

To prepare the IPS Officers for the ‘next
level competency’

To enable them to possess the necessary
skills and attitudes to discharge their
responsibilities effectively.

By invitation.
Not open to all.

Cyber security for LEAs
[13/11/2019 to 15/11/2019]

Fundamentals of cyber security and
information security.

Cyber security policy of India

Institutional ~ framework for providing
secure cyber space in India.

Step action guide to ensure safety of data
centres, networking components, end-user

systems, information flowing in a network.







44)

45)

46)

December

ToT programme for faculty
of State Police Academies
[02/12/2019 to 06/12/2019]

4% 1TC
[02/12/2019 to 03/01/2020]

To acquire an all India perspective,

To equip them with knowledge and skills
required to manage a district charge, and
To enable them to develop an
understanding of modern Management
Principles as applied to police working.

By invitation.
Not open to all.

Missing Children
[09/12/2019 to 11/12/2019]

To make an overall assessment of the role
played by the police and local
administration in different States/Union
Territories  across  the country in
locating/tracing missing children;

To make an in-depth study and analysis of
Rules, Guidelines, Circulars and Orders
being followed by the police in
locating/tracing missing children;

To examine the good practices being
followed by States/Union Territories, if
any, in finding/tracing missing children as
well as study important rulings / guidelines
issued by the Apex and other Courts in the
country for protection or searching for
missing children;

To evolve practical guidelines for police
and other stakeholders for initiating
standardized measures that would not only
facilitate in tracing and restoring missing
children back to their families but also
make the stakeholders accountable.




